Cybersecurity From Strategies
to Digital Resilience




Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Today’s Agenda

1 The Impact of the Cloud-enabled
Workplace on Cybersecurity Strategies

2 Cybersecurity Best Practices for Modern IT Environments

3 In Summary: Closing the Gap

a  Cybersecurity Improvement Project
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Attackers Are First to Use Emerging Technology

Millions of Records Lost

Stealing legitimate credentials
through phishing attacks underscores
need for User Behavior Analytics

VIEW ACCOUNT >

Global Internet Down

Most sophisticated global denial of
service exploits loT vulnerabilities;
hackers bring down prominent web sites

Financial Network Exploited
S80M stolen from Bangladesh Bank
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Business Imperatives

Innovate ‘ ‘

80% believe digital transformation,
underpinned by strong security, will
boost their business and improve
customer experience. , ,

— A Secure Path to Digital Transformation, Oracle
Cloud Survey, 2016
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71% of large enterprise will shift
some workloads to cloud by 2018

Enterprises plan to,use a
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Oracle and KPMG Cloud Threat Report 2018

o i .'" . , * Survey research of 450 global

security leaders/practitioners
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e Security, compliance issues that
impact orgs on their cloud journey

Keeping Pace at Scale: The Impact of the Cloud-enabled
Workplace on Cybersecurity Strategies

* #1 challenge: managing security
events in cloud

 85% cite more than half of
cloud data is “sensitive”

e 89% concerned employees violate

J 50 o
= cloud policies
 100% say GDPR impacts their cloud
e service provi de r( CSP ) strategy

www.Oracle.com/CTR
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Broad Cloud Adoption Puts the Spotlight on Cybersecurity

Cloud Agility - Which enables rapid deployment of cloud

870/ application, it's causing a "PACE GAP" between how fast
. 0 business are scaling up in the cloud and their ability to keep
otfinms fiave up with commensurate security measures.

a cloud-first
orientation

Sensitive Data Is Migrating
90% Upwards to the Cloud

of organizations
categorize half,
or more of their
cloud-resident
data as sensitive

1%to 10%of 11% to 25%of 26% to 50% of More than 50% of
data data data data

Sources: Oracle and KPMG Cloud Threat Report 2018
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At the same time, Cyber threats are
becoming more complex and

sophisticated.

45%

have experienced one
or more of these three
types of exploits

ORACLE

Zero-day exploits that take advantage of OS/app vulnera-
bilities unknown to the victim

Exploits that take advantage of known
vulnerabilities in unpatched applications

Exploits that take advantage of known vulnerabilities
in unpatched operating system versions

- . -t
———
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Source_s_orade-emd'K‘BMG Cloud Threat Report 2018
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Top Concerns

M Very concerned

O V e r t h e N eXt Malware that moved laterally and infected a server workload

M Concerned

1 2 IVI O n t h S Targeted penetration attacks

 Somewhat concerned

Business email compromise
Not concerned

Email phishing with malicious attachments/links

Don’t know

The misuse of a privileged account by an inside employee

Misconfigured systems including server workloads, cloud services, or
network security controls that led to a successful compromise by a bad actor

Exploits that take advantage of known vulnerabilities in unpatched
operating system versions

“Zero day” exploits that take advantage of new and previously unknown
vulnerabilities in operating systems and other software applications

Exploits that take advantage of known vulnerabilities in unpatched
applications

The misuse of a privileged account via stolen credentials

BGP (Border Gateway Protocol) rerouting as part of a denial of service (DOS)
attack

20% 30% 40% 50% 60% T70% 80% 90%  100%

Sources: Oracle and KPMG Cloud Threat Report 2018
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Cyber Attacks Have Operational -
and Financial Impacts '

0 Standard business ops, ability

experienced at least one of to provide services, lost employee
these types of interruptions productivity, delayed another IT project

to business operations

Any financial impact, capital expenditures,
51%

shareholder value, financial loss

experienced at least Data loss
one of these types of

financial impacts Reputation damage

Sources: Oracle and KPMG Cloud Threat Report'2048
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Cybersecurlty Best Practices for

Modern IT Environments
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A Modern IT Environment comprised of:

o Cross-generational application stacks that require a reorientation around the definition of the
perimeter.

o The use of multiple cloud providers across the entire stack of SaaS, PaaS, and laaS.
o A pragmatic approach to securing the use of cloud applications.

o An ongoing focus on awareness training.

o A need to retool technical cybersecurity skills and roles.

o A characterization of patching as a configuration management best practice.

o The implementation of a defense-in-depth approach to protecting mission-critical applications.

Sources: Oracle and KPMG Cloud Threat Report 2018
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Securing the cloud-enabled workplace requires a holistic
and integrated approach

Technology Process

Employ stringent security policies and
controls across people, technology and
business critical asset.

Push security down the stack
and include layers of defense
across laaS, PaaS, and SaasS.

Business
Critical

Business Critical Asset People

Hire highly talented cybersecurity
resources and train them on
Security Assurance methodology.

Design access controls to secure
access to Business Critical Asset.

ORACLE
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Adopt a Dose of
Cloud Security
Pragmatism

Sources: Oracle and KPMG Cloud Threat Report 2018
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Coverage across cloud services, including Saa$S properties and laaS services, so that visibility and
control policies can be applied across the breadth of services being used.

Contextual visibility that goes beyond the discovery of shadow IT applications to allow organizations
to assess the risk associated with each app and service in use.

Data discovery and classification, another aspect of visibility, to provide insight into what types of data
assets are being stored in conjunction with the use of cloud services.

Maintenance of system integrity by monitoring for configuration drift and automating the remediation
of non-conformant workloads and cloud services, including, for example, the ACLs on object stores.

Threat prevention by inspecting in-transit traffic and at-rest content for malicious payloads to prevent
cloud services from being employed as an attack vector.

Data loss prevention (DLP) policies to govern which users have access to classes of
cloud-resident data.

Monitor user behavior for anomalous activity, such as non-standard login times and locations, as well
as irregular data access actions.
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Focus on End-user Awareness Training

et

Top area of incremental
cybersecurity budget
prioritization:

Created or increased end-user/employee awareness and training
programs to better educate them about cybersecurity threats

Increased our security budget

Trained our security team on new threat types and best practices

We have employed controls to automate protecting vulnerable
systems from being exploited

We have increased the frequency in which we patch systems

Increase
training

We are now conducting more regular penetration testing to identify
vulnerabilities

We have engaged with a managed security services provider (MSSP)
to augment our staff and/or to provide additional capabilities we
could not staff

By understanding the behavior of successful attacks, we have been

able to harden our defenses 23%

Purchased security technologies in addition to those used in the past 20%

W b m
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Retooling Cybersecurity Roles

Chief Information Security Officer
(CISO)/Chief Security Officer (CSO)

Chief Technology Officer (CTO)

Security Operations Center (SOC) Vice
President/Director/Manager

Cloud Security Architect
More organizations have a

dedicated Cloud Security
Architect function than a
traditional Security Architect

Security Architect

None of the above

Sources: Oracle and KPMG CloMat Report 2018
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Secure Application Stacks with Defense-in-Depth

The use of NPM and APM for cybersecurity use cases also fosters collaboration between IT operations management/Network
Operations Center (NOC) teams who monitor network and application performance, and cybersecurity analysts in a Security

Operations Center (SOC).
m One View into All Data Adaptive Response
Single pane of glass into all data collection and Step-up security controls based on anomalous
T K normalization user behavior
[ ] . . .

A Artificial Intelligence Analysis Disparate Organizations .
ooot010 g ® Machine learning to quickly remediate potential Heterogenous, on premises, cloud and multi-
X ® A issues cloud coverage

TR
Complete Threat Lifecycle N Continuous Monitoring
Prevent, detect, respond to, and predict Consistently assess suspicious

-,

ORACLE’

Sources: Oracle and KPMG Cloud Threat Report 2018
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Secure the Database Tier with a Defense-in-depth Approach

How to prevent
unauthorized access
to your organization’s
sensitive and critical
Web application firewalls (WAF) database servers?

Database firewalls

Encryption of structured data

Continuous monitoring/auditing

Behavioral analysis/anomaly detection tools

Identity and access management (IAM) policies

Role-based access controls

Context-aware access control policies

None of the above

Sources: Oracle and KPMG Cloud Threat Report 2018
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We Need Computers vs Computers

* Artificial Intelligence is ready
for Primetime

* By 2019, Al-driven approach
will replace ~30% of traditional
products and services

“We have to reprioritize and rethink how we defend
our information. We need new systems. It can't be ~ iiiiiiiiis :

......

our people versus their computers. We're going to sesss

lose that war. It's got to be our computers versus 1esssseisss
their computers. And make no mistake: it's a war.” ‘

— Larry Ellison, Oracle OpenWorld 2017
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Copyright © 2017, Oracle and/or its affiliates. All rights reserved. |



The Use of Machine Learning for Cybersecurity

Yes, my organizationisalready  Yes, my organizationisalready  Yes,myorganizationisadding Yes, my organization is currently Yes, my organization is planning a

doing this extensively doing this on a limited basis machine learning technologyto  engagedin a projectto deploy project to deploy machine learning
I} our existing security tools machine learning technology for technology for security purposes
security purposes
LY )
(o] @ 8 )
B L3 ] Sources: Oracle and KPMG Cloud Threat Report 2018
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In Summa ry Ci-oSing the Gap;_.;_

. The rate at which cloud services: are belng adopted

».The diversity of the threat Iandscape and the she3r- yg}ﬁe of secun}event data that the
expanded attack surface generates -

- IT and cybersecurity leaders are meeting tk ; clh '_enge by not only fundmg cybersecurlty |
initiatives, but also retoollng thelr skrIIs a‘ 10 a c ches for the dynamlcs of today’s IT modeI

N - .
* Many of the proven best practlces to prevé t these threats need'to be adapted to secure a
perimeter that is now as much about users. and data as |t is about physical demarcations.

* The emerging technologies discussed in this report—machlne learning and security
automation—promise to help cybersecurity teams be as agile as thelr line-of-business
coIIeagues so they too can keep pace at scale.

Sources: Oracle and KPMG Cloud Threat Report 2018
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Cybersecurity Improvement Project with McKinsey & Company

McKinsey
& Company

true

McKinsey’s
comprehensive
framework to
measures institutions
digital resilience
along seven critical
levers

2

true

Degree of business integration

Cyber risk not a priority

Pre-2007

Cybersecurity underfunded
and his little authority to
impact business decision-
making

Extent of controls

[l Business orientedlevers [J] BroaderIT levers [J] Cybersecurity levers

Risk-based digital
resilience
2016-2020

Cybersecurity
considerations integrated
into business decision-
making with risk-based
overall alignment on whatto
protect and how

Cybersecurity as a
control function
2007-2015

Enhanced governance to
implement controls by

“layering them on top” of
technology architectures
and business processes

Critical levers required for getting from
“Cybersecurity as a control function” to
“Digital Resilience”

BE B 8 B B

Prioritize information assets and
business risks in a way that helps
engage business leaders

Enlist front-line personnel — helping
them understand value of information
assets

Integrate cyber-resilience into enterprise-
wide management and governance
processes

Integrated incident response across
business functions, enhanced by realistic
testing

Develop deep integration of security
into the technology environment to
drive scalability

Provide differentiated protection for
most important assets

Deploy active defenses to respond to
emerging attacks in real time

iz | online | money | visions



Cybersecurity Improvement Project with McKinsey & Company

true ECYEEIR el ET

Activity Week:

Vulnerability

Assessment

Resiliency
Assessment

Response Operation

0

4

8

1

2

16

Gather initial list of
information assets

Document value chain with critical assets and

Prioritize and finalize risk impact and
likelihood of information asseis

Develop information asset inventory

Map information
assets to systems

e e ———————— ——————————————— -

l Develop system asset inventory

TS e [ ---------------- ‘ ---------------- I i ‘Mapping of information assets to systems---—------
_______________________________ I B N R e
T Initial information and system inventory
documents ;
e A I I I R
Complete Prepare and Identify Develop recommended initiatives and
survey conduct interviews target state / roadmap

I

‘ Analyze results

AAAAAAAAAAAAAAAA A l

________________ Survey complete
Establish secure
communications

A

Integrate thre

at collection/ monitoring

T

Develop IR tracking capability

Compile limited operating playbook

true
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