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Introduction to Cyber Crime
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SUMMIT ON CYBERSECURITY
AND CONSUMER PROTECTION

National Institute of
Standards and Technology
U.S. Department of Commerce

BERSECURIT k= %", SUMMIT Ovi CY
45 R PROTECTIO! ND CONSUMER

Voluntary Cybersecurity Framework

NIST ~ worked  with  private-sector  and

government experts to create the Framework, $ “National Cybersecurity Framework”

which was released in early 2014




Framework for Improving
Critical Infrastructure Cybersecurity

Version 1.0
National Institute of Standards and Technology

February 12,2014

The Framework is a risk-based approach
to managing cybersecurity risk, and is

composed of three parts:

Framework Framework
Profile Core

Framework

Implementation
Tiers

Source: https://blog.fomurphy.com/2017/07/how-nist-csf-and-nist-rmf-can-work-together.html
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PROTECT
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UfURnAusEUY ISO/IEC 27001:2013 , COBIT 5,

NIST SP800-53, NIST SP800-39



Function

Category 1D
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy |ID.RM
Supply Chain Risk ID.SC
Management
Identity Management and
Access Control it
Awareness and Training PR.AT
Data Security PR.DS
Information Protection PR.IP
Processes & Procedures '
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Secutrltvdﬂuntmuuus DE.CM
Monitoring
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

e

Subcategory

Informative References

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

[coBIT 5 AP0O08.01, AP008.04,
APO08.05, APO10.03, AP010.04,
AP010.05

[IS0/IEC 27001:2013 A.15.1.1, A.15.1.2,
A.15.1.3,A.15.2.1, A.15.2.2

[NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry
sector is identified and communicated

COBIT 5 AP002.06, AP003.01
ISO/IEC 27001:2013 Clause 4.1
NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

|COBIT 5 APO02.01, APO02.06,
APO03.01

I5A 62443-2-1:20094.2.2.1,4.2.3.6
NIST 5P 800-53 Rev. 4 PM-11, 5A-14

ID.BE-4: Dependencies and critical
functions for delivery of critical
services are established

COBIT 5 APO10.01, BAIO4.02, BAIDS.02
ISO/IEC 27001:2013 A.11.2.2, A11.2.3,
A.12.1.3

[NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-
11, PM-8, SA-14

ID.BE-5: Resilience requirements to
support delivery of critical services are
established for all operating states
(e.g. under duress/attack, during
recovery, normal operations)

COBIT 5 DSS04.02

ISO/IEC 27001:2013 A.11.1.4, A17.1.1,
A17.1.2,A17.2.1

|NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-
14

Source: https://www.nist.gov/cyberframework/online-learning/components-framework




Framework Imp lementation Tiers

Tiers describe the degree to which an organization’s cybersecurity risk management practices exhibit the characteristics defined in the
Framework. The Tiers range from Partial (Tier 1) to Adaptive (Tier 4) and describe an increasing degree of rigor, and how well integrated

cybersecurity risk decisions are into broader risk decisions, and the degree to which the organization shares and receives cybersecurity info

from external parties.

i External

Participation

Integrated Risk
Management Program

Management
Process

s Natformatbed *  |imited awareness

Pﬂl'tlal o Rrictiie * Irregularrkskmnag:ement
*  Private information

Mo external collaboration

*  More awareness
raL— « Approved practices * Risk-informed, processes &
(_1 Tler z ) Rlsk InfurmEd = Mot widely use as procedures
policy « Adeguate resources
* |nternal sharing

Mot formalized to interact &
share information

+* (Organization approach
*  Risk-informed, processes &
procedures defined & implemented
a5 intended, and reviewed
* Knowledge B skills

+ Risk-informed, processes &

* Collaborate
*  Receive information

P = Approved as Policy

rl‘l;”erz’) Repeata ble +  Update regularly

Continuous
imip rove me nt

Adaptive

procedures for potential events
+* Continuous awareness

+ Actively

Actively shares information



Framework onﬁle

Requirements & Controls

Threat Environment

Business Objectives

Home Depat data breach court battle will unfold between

Cmparmi sl Miriaars sl fmarr—s
getin

"4
-
N

Cybersecurity Profile
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FRAMEWORK FUNCTIONS

recover RC

Source: https://www.nist.gov/cyberframework/online-learning/components-framework



Source: https://www.nist.gov/cyberframework/online-learning/components-framework



New NIST Frame work

Framework for Improving
Cntical Infrastructure Cybersecurity

Version 1.1
National Institute of Standards and Technology

April 16, 2018

Version 1.1 includes updates on:

® Authentication and identity
Self-assessing cybersecurity risk
Managing cybersecurity within the supply chain

® Vulnerability disclosure
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Cyber Security

Worm

Trojan Horse
Spyware
Logic Bomb
Zombie
Botnet

Ransom ware

Spoofing
Sniffer
Modification

Denial of service gy DDoS
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Crypto Currency and Crime



Cryptograp hy Bas icaUy

Key

|

Plain Text —*

Encryption

Cipher Text

Key

|

Poramez Kumarnboon

Decryption

—  Plain Text




TF

Satoshi Nakamoto

The mystery of the anonymous man behind

digital currency revolution.
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Conceptual Design
Proof of Work (PoW)

Mathematics Problem

%

Hash

500,000,000,000,000,000/Second
(Poisson Distribution)

%

32 Bytes
c09839287a7d65f67ef1342b2eg6cdef
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Time....
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Hash of Previous Block
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Hash of Previous Block: kjh8

Block Chain Concept



Money
Securitized

Resources







Jaunn

Anti-Money Laundering/ Know Your Customer

AML/KYC

Lo

L/

Fintech technology and services segments

Counter Terrorist Financing (CTF)

Money
Payments/ Transfer/
Billing Tech Remittance

Institutional

Lending Personal Digital
Finance/Asset currency
Management

crowdfunding
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TenX

With a TenX Card you don't have to
be a celebrity to spend crypto
in the real world .

Visa Card

- Exchange + Transaction

i | BTM (Bitcoin ATM) + Wallet

i »
BATMTWO ﬁITCOI N

BATMTwo The unldlrectlonal!l elll iye, easy to use

Bitcoin and cnrptocur{e['lgy_ﬁ'I;M fro EDI‘ERAL BYT, - - $2.999

LTU1N ADD TO CART

5299



Cryptojacking

The most commeonly hit countries and their download counts are as follows:

1. Thailand - 3,545,437
2. Vietnam - 1,830,065

. Eqypt - 1,132,863

. Indonesia - 988,163

. Turkey - 665,058

. Peru - 646,985

. Algeria - 614,870

. Brazil - 550,053

. Philippines — 406,294
. Venezuela - 400,661

O W oo~ o AW

=y

‘3.5 Millions of PCs in Thailand infected with crypto currency mining malware”

Cyber security firm : Palo Alto Networks



Crypto Currency and Crime

Poramez Kumarnboon
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Anonymous Browser

GO | @ Uasmsdy | https:)//www.torproject.org & 13r|
Home About Tor Documentation Press Blog Contact
I ' Download Volunteer Donate

Anonymity Online
Protect your privacy. Defend yourself
against network surveillance and traffic

analysis.

\-- Download Tor
)

What is Tor?

Tor is free software and an open network that
helps you defend against traffic analysis, a form
of network surveillance that threatens personal
freedom and privacy, confidential business
activities and relationships, and state security.
Learn more about Tor »

» Jor prevents people from
leamning your location or
browsing habits.

» Toris for web browsers,
instant messaging clients,
and more.

» Tor is free and open
source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network of
relays run by volunteers all around the world: it
prevents somebody watching your Intermet
connection from learning what sites you visit,
and it prevents the sites you visit from learning
your physical location.

Get involved with Tor »

Internat

We're hiring! »

Recent Blog Posts

New and Improved Onion Services ...
Tue, 25 Jul 2017 Posted hy: steph

De-Anonymization, Smart Homes, a...
Maon, 24 Jul 2017

Posted by: t0mmy

We'll Pay You to #HackTor
Thu, 20 Jul 2017

FPosted by gk

Stop the FCC from Destroying Net...
Wed, 12 Jul 2017 Posted by: tl0mmy

Tor Browser 7.5a2 is released
Thu, 06 Jul 2017

Posted by: gk

View all blog posts »

Family & Friends
: Feople like you and your family use Tor
to protect themselves, their children,
and their dignity while using the
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Web Silk Road is Criminal Model

Silk Road

anonymous market

Shop by Category

Drugs 8,670
Cannabis 2,066
Dissociatives 165
Ecstasy 660
Opioids 5391
Other 455
Precursors 50
Prescription 2,746
Psychedelics 981
Stimulants 1,702

Apparel 264

Art 127

Biotic materials 1

Books 8671

Collectibles 5

Computer equipment 32

Custom Orders 68

Digital goods 509

Drug paraphernalia 305

Electronics 77

Erotica 540

Fireworks 2

Food 2

Forgeries 81

Hardware 23

Herbs & Supplements &

Home & Garden &

Jewelry 54

Lab Supplies 71

Lotteries & games 77

Medical 57

messages 0  orders 0 | account B0.00

Search Go

B e
‘( i
= N .
< "

50 gr. Crystal MDMA Rocks  Valium 10mg/ Diazepam 3g XxX AAA QUALIﬁ

1g MDMA 82%+ High
Quality -Made in Germany- (100 Pilis) WEED AMAZING
B1.30 B23.33 B2.32 $0.98

Honeycomb Wax (85+%

Kamagra jelly (India), 1 1 gram = Moroccan Hash ®  Citalopram 10x 20mg table
week pack THC) Fully Purged DUTCH QUALITY
B0.98 B1.45 $0.27 $0.10

[Sg] Greenstone NZ Hash (B +++ 100 x 251-NBOMe
Grade) Strawberry Snuff Caps +++
B2.49

10 grams ketamine crystals 300x 25i/25¢-NBOMe Ligqui
Dropper 1200ug

$3.80 B4.14

B7.15
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feraituluuan
Bitcoin antaudn
Utyuaalou Bitcoin
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A

A8 UAURYSU Bitcoin
1450 Bitcoin Touwdh
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wAnYeAldU Bitcoin tAulisaau

v =

HU8AIDdTEUSRY D9aglau
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Bitcoin wUuTene
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THIS HIDDEN SITE HAS BEEN SEIZED

by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,

ICE Homeland Security Investigations, and the Drug Enforcement Administration,

in accordance with a seizure warrant obtained by the
United States Attorney's Office for the Southern District of New York
and issued pursuantte 18 U.5.C. § 983(j) by the
United States District Court for the Southern District of New York

ACCUSED OF RUNNING BILLION DO

LLAR BUSINESS ONLI

Mr.Ross William Ulbricht




How to detective Silkroad

Dread Pirate Roberts

Gary Alford, special Agent, I.R.S. Bitcoin forum

Google



AlphaBay MarRet
is the largest Darknet MarRet in the world.

Owned live in Thailand _
a AIphaBay Market eiz:xr':lc’l:’ﬂlir::gﬁTCU.oﬂon

USD 32041  CAD 42597 4 AUD 448.27 GBP 210.56

HOME SALES MESSAGES LISTINGS BALANCE ORDERS FEEDBACK FORUMS CONTACT 4

w Drugs & Chemicals Ecstasy MDMA 1g Best MDMA Crystals 84%+ Pure! i

1g Best MDMA Crystals 84%+ Pure!

Gréfere Mengen zu besseren Preisen! Einfach unser profil besuchen und auf view store
klicken! 5g 10g 25g 50g 100g sind dort verflgbarl! Bigger amounts and better prices! Visit my
profile and click view storel 5g 10g 25g 50g 100g available! Unsere MDMA Kristalle werden
von einem Holl&ndischen Profi Chemiker hergestellt und haben die hdchst mégliche Reinheit
die es gibt! MDMA 84%+ EXTREME ...

Sold by DrugsFromGermany - 267 sold since Aug 16, 2015 (I L m
umu

&= LISTING OPTIONS

Contact Seller
Favorite Listing
Favorite Seller

Alert when restock

Report Listing
Features Features
Product class Physical package Origin country Germany
Quantity left Unlimited Ships to Worldwide
m BROWSE CATEGORIES ! Ends in Mewver Payment FE Listing 100%
Fraud 10520
) G -2d - USD +0.96 [ ite iw
Drugs & Chemicals 36550 ey 2y : ] J
Guides & Tutorials 4682 Purchase price: USD 20.43

Crwe | 4




Alexandre Cazes
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Hire a Killer or Hitman

Via \ g
Dark Web
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.\

Mr.Poramez Kumarnboon
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Online Organized Crime
“Hire a Killer”
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poramez@live.com, id Line: poramezk




Minnesota November 13, 2016

Mrs. Amy Allwine, 44, a mother-of-one, was discovered dead from a

gunshot wound to the head in couple's Cottage Grove home

Mr.Stephen Allwine, 43, [T specialist also allegedly accessed Dark
Web 10 months before Amy's death to hire a hit man using bitcoins

to kill his wife.



Mafia, hire a Killer or Hitman

signin | Signup

besaMia

Hire a killer or a hacker.

Home Services Order PaymentProcess FAQ Contact Us

We are the Albanian Mafia. We are present in the USA ( Rudaj Organization ), in Europe and in Albania. We have
members in each and every country and we have expanded online as many other organizations. We are using the
security of DeepWeb and Bitcoin.

Besa Albanian Mafia: Hire a Killer or Hitman

If you want to kill someone, or to beat the shit out of him, we ar
the right guys. We have professional hitmen available through the
entire USA, Canada and Europe and you can hire a contract killer

R easily. Most of our gang members are drug dealers but they do
2 contracted killing when they are short on cash.
A ‘

No undercover cops here. No risks of getting caught, because we
are professional killers: We don't ask you for your name, we don't
want to know who you are or where you live. Besa Mafia does not [
need your credit card or bank account. You pay by Bitcoin to escrow,
and money is held in escrow until job is completed. D://o

"0V2gm12)hyy3
Joon
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fﬂOChey and Fox
2&er‘ 201g'

Hitman Metwork
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Shot Dead by hitman for $5000 Besa Mafia
E7 LA







Near Future of Assassination Business

Dark web + Anonymous  +  _Autonomous

autonomousweapons.org




§  Besa Mafia

is a new business model of orgnﬁiz%f crime of 21th century
N\,
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Mr.Poramez Kumarnboon




Mini Spy Drone

IS THIEIS A NI Saeuen
No. It's an insect spy drone for urban

areas, already in production, funded

by the US Government.

it can be remotely

controlled and is

equipped with a

camera and a

-':!" ] = -y
.;-:.-,: y on

i~

lil_.4
¥

_*h‘su i f’ - d .1 G
dow, or tcanattachtoyour
ng until you take it in your home.




Bitcoin Ransom [{{[1];[:\\4 ;!

ming ar-

‘o | https://ww

w.cryptocoinsnews.com/bitcoin

Accepts Bitcoin  News

Bitcoin Ransoms Are Becoming More Popular in
Kidnappings ,

Justin OConnell on 28/10/2016 jd Comments to the SEC to App..

https://www.cryptocoinsnews.com,

Bitcoin Crime News

Two different kidnappings In two different parts of the world have taken the world of lllicit Bltcoln activities to a ViCti m Of BraZi | ian BitCOi n Ra nsom Kid nappi ng Plot

new level. Long discussed as the currency of the Slik Road, the online drug marketplace only accessible via Tor, It Rescued
appears a new, more violent criminal Is turning towards the digital currency to get away with kidnapping.

Get exclusive analysis of bitcoin and learn from our trading tutorials. Join Hacked.com for just $39 now.

The most recent example, the kidnapping of a Hong Keng tycoon once charged with fraud, Wong Kwan. The
kidnappers threatened to scrape out the eyeballs or chop off the legs of the Pearl Criental Qil chairman if his family A 32-year-old Brazilian woman was recently rescued by the Civil Police on the east side of Sdo Paulo, Brazil. The

did not cough up a HK$70 million (approx 30,000 BTC) ransom in bitcoins, according to Taiwanese police, who P woman, married to a bitcoin businessman, was kidnapped in Florianopolis on Wednesday. The ransom was.
demanded in bitcoin and another unnamed cryptocurrency, according to local publication Didrio Catarinense. Email Address

Get Exclusive Offers & News

saved the 68-year-old on Tuesday night. The kidnapper was found in an abandoned house in Kouhu township,
Yunline county, in western Taiwan after 38 days in captivity. . [ @ bit-news.cam/kidna

BIT-NEWS

“ON OCT 22, THE FAMILY OF
BILLIONAIRE PEARL ORIENTAL OIL

KIDNAPPERS IN INDIA DEMAND BITGOIN FOR RANSOM CHAIRMAN WONG YUK-KWAN
PR RIRUPRURRNSIRRITRN PAID TAIWANESE KIDNAPPERS
S ——————— ¢ MILLION (USD) IN BITCOIN
bank worker and stock marketplace iuwswl.beepaklepoﬂ?dl\'bouglﬂbi1ro'masa{unding]?maining AF[ER THEY TH REATEN En TU "u G
OUT THE EYEBALLS OR CHOP OFF
THE LEGS” OF YUK-KWAN.”

2 months and has since claimed that the organization promoting him the digital currency had scammed
aim. With losses within the stock marketplace, Deepak ran up a debt of almost six million rupees, paving

he path to crime.




Dutch Supermarket Bomber Demands

Bitcoin Ransoms .
Parcel Bomber in Germany Demands

€10 MIn Ransom in Bitcoin

A German parcel bomber has demanded a €10 min ransom to be paid in the form of leading

Source: https://www.mirror.co.uk/news/technology-
science/technology/serial-bomber-demands-bitcoin-
ransom-6250202

cryptocurrency Bitcoin. On Dec. 8, 2017 the bomber sent a message to 2 pharmacy next to the
Potsdam Christmas market through the global delivery company DHL to demand the ransom.



Terrorist Financial Network

w.foxnews.com/tech/2015/1
—— = & C Y | & Uaeasdy | hitps;//www.fincengov
FOXNEWS GO POXNEWS§ DO FON=MATION  rollMEws NS
UNITED STATES DEPARTMENT OF THE TREASURY
Enfertainment Tech Science Health Travel E N
SECURITY
. . . . FINANCIAL CRIMES ENFORCEMENT NETWORK
ISIS parks its cash in Bitcoin, ,
- - - HOME ABOUT ~ RESQURCES ~ NEWSROOM ~ CAREERS ~
experts say Terrorist Use of Virtual Currencies
Containing the Potential Threat N . B
FBAR (FinCEN 114) Filing Information

¢ cryptocoins

FinCEN Awards Recognize Law Enforcement
Success Stories Suppaorted by Bank Secrecy
Act Reporting

May 09,2017
WASHINGTON—The Financial Crimes
Enfoercement Network (FinCEN) held its third
annual Law Enforcement Awards ceremony
today at the U.S. Department of the Treasury.
FinCEN presented awards to law
enforcement agencies that use Bank Secrecy
Act reporting provided by financial
Q institutions in their criminal investigations. The goals of the program are to recognize law enforcement
agencies that made effective use of financial institution reporting to obtain a successful prosecution,

at La Maison and to demonstrate to the financial industry the value of its reporting to law enforcement.

Prices ~ Bitcoin v Blockchain ETH ~ Le

Just days after the hacker group Anonymeus pledged to hunt down Islamic State

members and |aunch cyberattacks against their accounts, a separate group of

GhostSec: ISIS Bit€oin Wallet
ISIS Bitcoin Wallet

Paris Attackers had $3 Million Funding




Conclusion

Crypto currency and Crime

- Terrorist Financial Network @

- Criminal Financial System

- Corruption and Money Laundering

- Transnational Organized Crime

- Cyber Crime, Fraud, Ponzi, Theft and Etc.
- Financial Crisis
- Etc.

Poramez Kumarnboon
poramez@live.com




A Theory of Innovation Conduct Crimes

Crime
g a
y = X
'| ! ;
'., ' Hereisf(x) :
.1 |
‘ /
-x = Digital Forensic is works
+x = Digital Forensic doesn’t work
a = Detective Rates
X
ey - i
Time

Created by Poramez Kumarnboon



Jalauansangufun (Proposition or Theorem)

Crime
a
N S AU —_ / Aeandfnlu Dark web
AR Romance Scam
AR ATM Skimmer —_ /
N135ANNUNIINBN1TINEIY Crypto Currency
ARSANYILYrSananIu — B /
> X

Conceptual Model, The Anonymous affecting to Cyber crime

Created by Poramez Kumarnboon



Cyber Crime

In side Mind

By Person
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Bitcoin and Economic Crime

cyber Embezzlement e
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AR Embezzlement of Cyber crime ever

w18 mark karpeles 8fn CEO, Mt.Gox Liulwsin bitcoin witusnuazlugjiigalulan

(1wt 2013 5701 1 btc Uszaunad 12,000 Uh)

| figasnusuludulng 9,000 A1uumn
Mt.Gox @9nN1UTenIe17

bitcoin AYLUY WABLNEY
750,000 bte <

Mark karpeles vt gnastom

160,000 btc

gneonnsng (embezzlement)

o U d‘
Ua3tus1An 1 bitcoin agitusza 200,000 UM uazysziuinesnin Buileve

bitcoin 7iiie 160,000 btc gnINBLBUIUAUAUE] ARG AN

590,000 btc

aUNINALATY lndumFedniiunitauum

-/

bitcoin Mmeaugey dyanidagiu

v Y

V

wlainlaiigidemeudadainlsdn

1%

Useuad 120,000 anuun!il!



Cryptocurrency and Ponzi’s Scheme

i
=
0

o

Raw 2

(Last)

Created by Poramez Kumarnboon



PROFITCLICKING IS SCAM
MONEYMAKERSURF.NET |15 SCAM

PROFITABLESUNRISE.COM 15 SCAM B ITCOI N CLOU D M I N I NG

Source: http://wapnepalonline.com/hyip-profitclicking-scam-makemoneysurf-scam-profitablesunrise-scam/
(NEW) 11 DAY

UPTO

20% 2000% | 4000% | 14000%

Daily Forever After 4 Days After 8 Days After 11 Days

Minimun: B 0.01 Minimun: B 15 Minimun: B 5 Minimun: B 0.4
Maximum: B 5000 Maximum: B 5000 Maximum: B 5000 Maximum: B 5000

Source: https://www.youtube.com/watch?v=PUd1I3h-COQ
INVEST NOW INVEST NOW INVEST NOW INVEST NOW

Poramez Kumarnboon
poramez@live.com
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Prince AL Farooq swiaasdainviinydnuasian
ERCH
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¥ From Royal chambers

Dear Miss (GGG . \y

name is Barrister Anthony Maloi,
from the Royal Chambers. | am the
Lawyer

in charge of vour fund with HSBC

bank London. | have received your
information from¢(Prince AL Farooq
oQata)

I will on Monday the 13th of
September go to the HSBC bank
to make necessary inquiries
then get back to you.

& - T 8

AAUNAY dueia ay L5560

&

“ Ll

Please feel free to ask any
question in any area you do not
understand as we progress in this
transaction and | will be glad to
answer you.

Kindly reconfirm the following to
enable me be sure that | am writing

to the right person (Miss (il
@») (1) your personal or

working contact address, (2) Full
details of your Bank account which
includes, Account name, bank
name, account number, swift code
and bank address. Please make
sure there shall be no mistakes
while sending the above requested
to avoid wrong payment into a
wrong account.

7 .l 61% i 06:08

=) T .1 61%H 06:08

< Wl
sure there shall be no mistakes
while sending the above requested
to avoid wrong payment into a
wrong account.

Regards
Barrister Anthony
ROYAL CHAMBERS

Contact us at

http://www.royal.unasbk.com

enquiry@royal.unasbk.com

info@royal.unasbk.com

Once more sorry for every delay i
was very busy.

fou're my other halt.»
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Intimacy

AN

Passion Commitment

YARING UOUNAFSIUNY

S

Reference
Sternberg, R. J. (1986) A triangular theory of love. Psychological Review, 93,119-135.
Sternberg, R. J. (1988) The Triangle of Love: Intimacy, Passion, Commitment, Basic Books (ISBN 0465087469)
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Tuzaian 6 tiauiiaulisan add friend aaunne facebook wia'lu?
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Cyber bullying Afifaagne ART 1

nsaIAn®Y Amanda Todd @n&12 warIal 38 15 U

s1aned 2009 seninafiiseediisentans (N3 7) lsolau
Webcam wazlddinauulanwhauniledanndumuaiuans
¥au5011n Wwmiudey Tute auluiiaaiseseuiUies
wihenlineuUanvthautuginundes wagfunimseld
(Captured)

- ndsderum Amanda 8nasima facebook udaydn dlaleriiudesliipiutazdiguntien
iseludaiiouy Mlsusou wazaumnidles wiiisedeiieuveuse gnfise Asoundase

- s wegniuiea Lifiiileu weusudedlivndu wevumthnanuazeiandin

- isednelsaeulml euneiivinuenundads wesnifurenalufian wasuruandeninung

- Amanda gnusluiiieuneuazmnguiientihlsaSou wagdeaduinle

- iseilunsglamimeusiviemniuneiieaeviu uasdlefethu Amanda sndannednasilans
Authendraenit udisegninsddsmeuiawaydedinldy



dlalsenduiietnu senudonnuaveiis facebook V83507

| SRANAITANLLED”

“ soanslnauiounvIoss”
“AUNTIILEDTANLLAIUL”

L *
8
ft TE weim R MRS
ol A
[ b
!

' Aml;da Todd!

DULUUAN EJ']EJLll’eNLU@EJ‘L!INLiﬂU@ﬂﬂiﬂl‘U@‘UﬂULL@J sosfnaulanaziiInne

I~

"

Is your joke.still funny?

e 6 WaurulunnAunduINlnadfAIve wag tag Lﬁamﬂma%ﬂﬂ%’q

Amanda t58anUuInYI93811ulI91 ... wwenuavunisnazludendn lifleslsugaiselean woldillas

L8 LAZLFOABINISIASANAN JUYD BUUUAT VIOAN U



1139951100508 Sexting Fadudnyilvianig Cyber Crime %uNghe NM5aeRe ¥IaNISLASU
Y ax A = Yo A Y] A i A 1 a § & ]
Joya JUnw Fale 1wdesviseaun lnsuvsedsdelvauay  Wiuasedtedumesiiln  LUds

Imsﬁwﬁﬁaﬁaw’%aﬂamﬂama%w’%aqﬂﬂﬁai?{amﬁﬁuq Fagnvunandumis aziinnuduaielay

A fol

ANANATNAINE U

1518789 Amanda Todd Té5unuaulasg1an3199719 M19NISLALIAT LAYFISID SIUTHBIANS
Undaain assussanimisliosiunasusuussnguune Cyberbullying LagauaI 1YY
awvplumsidedinveuse luiigaidmiduauiniliinnisdunu uie Aydin -+~ Coban 712
LuLsaskaun T8 38 U Kresacde LLastU’ngJ\‘lQﬂ(;]’jﬂsﬁaaﬁﬁﬁJ’j’l ¥n1sndnde wazinewns child
pornography LazlUdn wad ¥y Anay widefidusnudssnidaduaulunanedsymainlan



AR 2 NsAIANEN Megan Taylor Meier Linwe)eyn70L3nud 13 T

1

o inndle wwnu wiees (Megan Taylor Meier) antiesde 13 U o1fed
Sios Toflanou $5llaed avsgowsn weilufinaain veuvilirudy
F5E 159T0UNTIEN Yeunaude veunsnonglatiuesdi veu
man Hawassn wavadladindens wefieufnadesimiindaunn
soneeanawAIen naneduaudued uneseduneUuinesnangn
Mg wlIanldurde

* wwnu ldatnddld Myspace laliuu wazselasunisdesveiiu

1 v

dlauannyiuiesdia ﬁLﬁUWﬂQ@@M’]ﬂﬂUMUWﬂ%’)’]%@ 9% duIUd Josh

q

Fvans) W158y»181 16 U

* Jueygwbignansulwnluieuls wazeaen 6 &ami nsaunuvewmisgly Myspace fiog

:
luangmvesiliinaen MUy Susvnegeireeslsiu

* Huuendingd 15 nanan 2006 i liudennuain soe vlisosussin see foauaniy
“@liosnduiiautuisednsolundn wiluldduaninsevhdduldfsemons” wunu anlawin
uazmaundulin “namaEeserls?”



6 FUAMVRINITMNEVRY WILNY ATBUATY 1eB3 tanT1udayaainieuiuluaziiniiuli Josh
Evans Lififinuasa Yoyl Myspace tlgnasisuasuduyn (Fake Account) 3MnEvajenunila 15ade

Lori Drew &eili5aUazgnanintiuind wiaise WUy dslidull

U

Fake Account UNASIFNlU Cybercrime 138171 Hoax Account %38 Internet hoax



ART 3 nIalAnE LANWYeIY 12 U 91Uy
MnEa Cyberbullying nanaundu anans

Tus17 wauAIAL 2014 M558 Okubo  TsatSeuyssonyssdilos

Sasebo 991in Nagasaki fantiniSeunteansnuduiiousiuguiu 3o

%)

g1ledl (Satomi Mitarai) wazindd 33 (Wnauyd) drandiumaduves

AULDY LazillIuUesA F9R19Aey Aauius asluluussavesiuLaz iy
SULFAUAE anlaguny mauiéfﬁulﬂm

. W ﬂ@f “?‘ RG Ell!!l

..,Jﬂ




Cyber Crime

In side Mind

Society



Psychological on Cyber Warfare

Psychological Operations and Information Operation

The Battle on People Mind
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Economic Cyloer Crime

Case Study

- Venezuela
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Hungry Venezuelans Flee in Boats |
to Esscape Economic Collapse

Leer en espaiiol

By NICHOLAS CASEY NOV. 25, 2016
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Venezuela

Weekly LocalBitcoins Volume {(Venezuelan Bolivar)
colndance
88,006,000

25,400,000

813,800,000

831,600,000
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lenezuela’s Inflation to Reach 1,600% in 2017, crackdown
;purring Demand for Bitcoin BY Jasmine Solana ON February 07, 2017
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T BITCOIN IMF VENEZUELA
tcoin Magazine

Venezuela-based bitcoin exchange SurBitcoin has been forced to shutter its operations

y The weakening economy of Venezuela —albeit temporarily—as the government continues its crackdown on bitcoin mining

under the regime of President Nicolas businesses
Source: http://www.thebitcoinminersclub.co.za/blog/110-5-

Maduro is forecast by the International
reasons-you-should-copy-venezuelans-and-get-bitcoin

Last week, the bitcoin exchange told its clients to withdraw their cash and

Monetary Fund to reach a consumer- cryptocurrency balances after the company’s bank account at Banesco, Venezuela’s
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CRYPTOCURRENCY EXCHANGE

SmartCash

Venezuela's Annual Inflation Rate
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RANKING COUNTRY OIL BARRELS
1 Venezuela 300,900,000,000
2 Saudi Arabia 266 500,000,000
3 Canada 1469,700,000,000
>4 I3 Iran 158,400,000,000
&
5 Irak 142,500,000,000
& Kuwait 101,500,000,000
Venezuela Petro Cryptocurrency :pet r'o
s . - . a 9 7 United Arab Emirates 97,800,000,000
National Oil-Backed Digital Coins? . fuci £0.000.000.000
9 Libya 48,360,000,000
10 Nigeria 37,060,000,000

The petro launched in Fe’omary 2018,

is a cryptocurrency developed on the
govemment of\/enezue[a. AJ’WIOULYICGO{
in Decembey- 2017’ it 'LS C[aimed to be &« C | @ Secure htps-'_cui\1|ﬂarketfap.cam-:u“e"l-:\e:_\32'.\&'\:”5 /

backed by the COLU/ltVy'S OL[ and PetroDollar $0.012375 uso (-7.75%)

0.00000179 BTC (-1.45%)

.
mu’lel’a’. VeSCVVeS. :I Announcement Market Cap Volume (24h) Circulating Supply
==
% §791,917 USD 52,545 USD 63,993,275 XPD
15BTC 0.37BTC

ol Charts & Markets @Social A Tools M Historical Data

PetroDollar Charts
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E U5 bans use of Venezusl X

“— C | & Secure | https://www.moneycontrol.com/news/world/us-bans-use-of-venezuelas-new-petro-currency-253 1953.htm|

US bans use of Venezuela's new petro currency

US President Donald Trump today signed an executive order making it illegal for

Americans to purchase any cryptocurrency issued by Venezuela.
flv]a]in

PTI

{@moneycontrolcom

US President Donald Trump
today signed an executive order
malking it illegal for Americans
to purchase any cryptocurrency

issued by Venezuela.

The order prohihits US entities
from engaging in any financial
transactions involving the

Venezuelan state digital ! N
currency, the Petro, on or after ' ‘ '
January 9, 2018, and builds upon
the one that the President signed in August 2017, a senior administration official said, after Trump signed

the executive order.

Specifically, this executive order prohibits transactions and dealings in the Petro and Petro gold, as well as

any similar future efforts by the Maduro regime to issue a digital currency, digital coin, or digital token by
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